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Theory Internal: 50

Tutorial (Internal): 50 Marks

Course Learning Outcomes: This course is designed with the objective to develop among students awareness of
the different types of cyber-crimes and acquiring competency for dealing with cyber frauds and deceptions. It further
would help students in exploring legal and policy developments in cyberspace and knowledge of Information
Technology Act and legal framework of Right to privacy, data security and data protection
Unit I Cyberspace: Rights and Issues
a) Freedom of speech and expression in cyberspace, including reasonable restrictions
b) Right to Access Cyberspace;

c) Right to Privacy;

d) Right to Data Protection.

Unit I1. Cyber Crimes and Laws
a) Cyber Crimes against Individuals, Institutions and the State;

b) Information Technology Act, 2000

c) Offences under IT Act, 2000: Hacking, Digital Forgery, Cyber Stalking/Harassment,
Cyber Pornography;

d) Intellectual Property Issues in Cyberspace

Tutorials:- Assignment/Group Discussions/Presentation/Quiz/Book Review/Field Survey(Followed

by Viva-Voce
Unit 111. Tutorial 01
a) Case Studies on Right to Data Protection;

b) Demonstration/Presentation on Right to Privacy in Digital Platforms
Unit IV. Tutorial 02
a) Collection of Studies on Cyber Crime under IT Act, 2000.

b) Learning and Application of Anti-Plagiarism Tools
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